NHOOPMALIIMOHHASA TAMATKA JJISA OBYYAIOIIUXCA 1J1AA PASMEILEHUSA
HA O©PUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaKIbIM I'OJJOM MOJIOACKHU B HHTCPHETC CTAHOBUTLCA 6OJ'IBH_I€, a IMKOJIbHUKU OJHHU U3 CaMBbIX
aKTHBHBIX MOJIb30BaTenel Pynera. Mexay Tem, MOMUMO OrpOMHOTO KOJIMYECTBA
BO3MO>KHOCTEM, MHTEPHET HECET U NIPOOJIEMBI. DTa NaMATKa JOHKHA TOMOYb TeOe 6€3011acHO
HAaXOJUTHCS B CETH.

Komnbrorepabie BUpyChbl

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIbIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CLIOCOOHOCTh K pa3MHOXKEHHIO. B oronHeHne Kk 3Tomy,
BUPYCBI MOT'YT ITOBPEUTH WIH NOJHOCTHIO YHUUTOXKHUTH BCe (ailibl U JaHHbIE,
IIOJIKOHTPOJIbHBIE TI0JIB30BATEI0, OT UMEHU KOTOPOTro Obla 3amylleHa 3apakeHHas [iporpamma,
a TaKk)Ke MOBPEIUTh WIM AaXKEe YHUUYTOXKHUThH ONEPALlMOHHYIO CUCTEMY CO BCeMH (hailiamu B
1es10M. B OonbIIMHCTBE CllydaeB paclpoCTPaHsIIOTCS BUPYChl YEpe3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEOHOCHBIX IPOrpamMMm:

1. Hcnonb3yii cOBpeMeHHBIE ONIEPALlMOHHbIE CUCTEMBbI, UMEIOIIUE CEPbE3HbIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

2. TlocrostHHO ycTaHaBiIMBal natyu (HU(PPOBBIE 3AIUIATKH, KOTOPBIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCS C LENBIO JOPAOOTKH MPOrpaMMBbl) U Ipyrue OOHOBIICHHS CBOCH
OTIepaIMOHHON crcTeMbl. CKauMBail UX TOJIBKO ¢ OQHUIIMAILHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT peskuM aBTOMAaTUYECKOTO OOHOBIICHUS, BKIIOYH €T0;

3. Pabortaii Ha cBoeM KOMITBIOTEPE 0] TPABaMH MI0JIb30BATENS, @ HE aAMUHUCTPATOPa. DTO
HE M103BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrPaMM MHCTAJIIMPOBATHCS HA TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMHBIE MPOTYKTHI HU3BECTHBIX MPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub GU3NYECKUN JOCTYH K KOMIIBIOTEPY JUI TOCTOPOHHUX JIMIL;

Hcnonp3yil BHEIIHME HOCUTEIN UH(OPMAaIINK, TaKue Kak (Iielika, TUCcK Win Qaitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIE (ailyibl, OIYYEHHbIE U3 HEHAIEKHBIX HCTOUHUKOB. Jlaxe
Te (aiiibl, KOTOpBIE MpUCIIA TBOM 3HAKOMBIN. Jlydile yTOUHM y Hero, OTIpaBIIsi U OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 310 He BHJI Tlepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb Opena, mapka. Eme B 1991
rojly HUJepaHJcKas KomMmnanus 3aperucrpuposaia opena "WECA", yto o6o3Hauano
cnoBocoyetanue "Wireless Fidelity", koTopslii mepeBoguTcs kak "0ecripoBoAHAsI TOYHOCTD .

Jlo Hamero BpeMeHH JAoILIa Ipyras abopeBuaTypa, KOTopas sSBJISIETCS TAKOU )K€ TEXHOJIOTHEH.
D10 abbpeBuarypa "Wi-Fi". Takoe HazBanue ObUIO JaHO C HAMEKOM Ha CTaHAPT BBICIICH
3BykoBo# TexHuku Hi-Fi, uto B mepeBosie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Ja, GecriaTHBIN HHTEPHET-AOCTYTI B Kade, OTENAX U adporopTax SBISETCS OTINYHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIIepPThI CUMTAIOT, 4TO 001Ie10cTynHbIe Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMU.

CoBeTsl 110 6€30MaCHOCTH PadOTHI B 001Ie10CTYNHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro muuHyr0 nHMopmalmio yepe3 odmenoctynubie Wi-Fi cetu. Paboras
B HHUX, KCJIATCJIbHO HC BBOAUTH MApPOJIM AOCTYIIA, TIOTMHBI U KaKUC-TO HOMCPA,



Hcnonb3yit 1 0OHOBIIAN aHTUBUPYCHBIE POrpaMMBbl U Opanamayep. Tem caMbIM ThI
obe3omacuiib ceOs OT 3aKaUKu BUPYyca Ha TBOE YCTPOHCTBO;

[Tpu ucnonb3oBanuu Wi-Fi otkmoun Gpyukmnuro "O0muii goctym k daiinam u
npunTepam". JlaHHast QyHKIWS 3aKpbITa TI0 YMOJIYaHHUIO, OJJHAKO HEKOTOPHIE
N0JIb30BATENH AKTUBUPYIOT €€ /7S y100CTBa HCIIOIb30BaHus B paboTe miu y4eoe;

He ucrnonp3yit myonmansiii WI-FI muist nepenayu IMUHBIX TaHHBIX, HAPUMED IS
BBIX0/Ia B COI[MAIBHBIC CETU WUJTU B AJICKTPOHHYIO MOYTY;

Ucnonp3yii TosbKko 3amuiieHHoe coeaunenue uepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoau nMeHHO "https:/";

B mo6unsHOM Tenedone oTkmoun pynkuuio "l[logkmouenne k Wi-Fi aBTromatuaecku".
He nomyckait aBTOMaTH4ecKkoro MoAKI0YeHns ycTpoiicTa k cetam Wi-Fi 6e3 TBoero
COTJIACHSL.

CoumnajnHble ceTH

CounanpHble CETH aKTHBHO BXOJAT B HAIIy )KU3Hb, MHOTHE JIIOJJH Pa0OTAIOT U KHUBYT TaM
MMOCTOSTHHO. MHOTHE IOJIb30BaTeIN HE IIOHUMAaIOT, 4YTO I/IH(bOpMaHI/Iﬂ, pasMClICHHasd MU B
COLIMAJIBHBIX CETSX, MOXKET OBbITh HaiJICHA U MCIIOJIb30BaHA KEM YIOJHO, B TOM YHUCJIC HE
00s13aTeNIbHO ¢ OJTarMMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 10 OE30IACHOCTH B COIIMAJIbHBIX CCTAX!

1.

Orpannyb crIMCOK Jipy3eil. Y Te0s B Ipy3bsAX HE JOJDKHO OBITh CITy9allHBIX U
HE3HAKOMBIX JIIOJCH;

3ammiail cBOro YacTHYIO KKM3Hb. He yka3wiBail mapomu, TesnedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JAPYTYIO JIUYHYI0 HHPOPMALIKIO. 30YMBIIIJICHHUKA MOTYT MCII0JIb30BaTh
Jaxe I/IH(i)OpMaIII/IIO O TOM, KaK Tbl U TBOU POJUTCIIN IIJIAHUPYCTC MMPOBECTU KAaHUKYJIbI,;

3amuiai cBoro penyTaluio - Iep>KU ee B YMCTOTe U 3a/1aBail cebe BOompoc: XOTel Obl ThI,
YTOOBI JpyTHe NMOJb30BATENN BUIEIH, YTO ThI 3arpyxaeis? [Toxymaii, mpex e uem 4ro-
TO OMYOJMKOBATh, HAMUCATH U 3aTPY3UTh;

Ecnu THI TOBOpHUIIb C JIFOAbMHU, KOTOPBIX HE 3HACIIb, HC I/ICHOJII:Syﬁ CBOC pCAJILHOC UMA U
APYT'YHO JINYHYIO I/IH(I)OpMaI_[I/II/II HUMs1, MECTO JKHUTCILCTBA, MCCTO y‘Ie6BI " [IpoUce;

N36erait pazmemenus pororpaduii B iuTepHeTe, rae Thl H300pakeH HA MECTHOCTH, TIO
KOTOPOW MOKHO OIPENEIUTh TBOE MECTOMOJI0KEHHUE;

[Tpu peructpanyu B COIMAIBHON CETH HEOOXOAMMO UCIOIb30BaTh CII0XKHBIE MTapOJIH,
cocTosue u3 OykB U IM(pP U ¢ KOJTUIECTBOM 3HAKOB HE MeHee §;

J1st conManbHON CeTH, TIOUYTHI U IPYTUX CAUTOB HEOOXOIUMO MCIIOJIB30BATh Pa3HbIE
naponu. Toraa eciau Te0s1 B3TOMAIOT, TO 3IOYMBIIIICHHUKY TOTy4YaT JOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBIE IeHbI'H

DONEKTPOHHBIE IEHBIH - 3TO OYEHb YAOOHBIN CIIOCO0 MiaTekel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIY4YUTh 3TU ACHBIH.

SJ'IGKTpOHHI)Ie JCHBI'Y ITOABHUIINCH COBCEM HEAABHO 1 UMCHHO H3-3a 3TOI'0O BO MHOTHX
rocyaapCTBax A0 CHUX IOP HEC NPOMHUCAHO ITPO HUX B 3aKOHAX.

B Poccun ke oHr (PyHKIIMOHMPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, IJI€ UX pa3JIeNsitoT Ha
HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3peliaeTcs MpoBOAUTH onepaluu 6e3 ueHTU(UKALUY 0JIb30BaTeNsd, a B
HEaHOHMMHBIX HJICHTH(UKALNS TOJIH30BATEINS ABISETCS 0053aTEIbHOM.



Taxoke ciieyeT pa3nuyarhb JIEKTPOHHBIE (PHATHBIEC AEHBI'H (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
Y DJICKTPOHHBIE He()UATHBIE ICHBTH (HE PaBHBI TOCYIAPCTBEHHBIM BaJTIOTaM).

OcHoBHBIE cOBeThI 10 0e30nacHoil padoTe ¢ 3JIEKTPOHHBIMH 1eHbIAMM:

1.

4.

[TpuBsoku K cueTy MOOMIIBHBIN TeneoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCO0
BOCCTaHOBUTH JIOCTYII K cuery. [IpuBs3aHHbIN TeneoH MOMOXKET, eclid 320y 1elib CBOH
MJIATEKHBIN MMApOJIb WK 3aiieIh HAa CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

Hcnonw3yit ogqHopasoBsie mapoiu. [lociie mepexo/ia Ha YCHICHHYIO aBTOPU3AIINIO TeOe
yke He Oy/IeT yrpoKaTh OMaCHOCTb KPa)KH WJIU TiepexBaTa MIaTeKHOT0 MapoJis;

Bri6epu cnoxxubiii naposib. [lpectynaukam OyAeT He MPOCTO yraiaTh CIOKHBIN MapoJib.
HanexHble napoiiu - 3To MapoJid, KOTOpbIE COIEpKAT HE MEHEE 8 3HAKOB U BKIIFOYAIOT B
ce0st CTpOYHBIE M TPONHUCHBIE OYKBBI, IU(PHI M HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK
noJutapa, pyHTa, BOCKIMIIATSIBHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOJHM CBOM JIMYHBIC JAaHHBIC HA CaﬁTaX, KOTOPBIM HE NOBCPACHIb.

DJIeKTPOHHAA MOYTA

DJEKTPOHHAs MOYTA - 3TO TEXHOJIOIHS U MIPEIOCTABIIIEMBIE €10 YCIIYTH 110 MEPECHIIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOPBIE PACTIPEACTISIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AJIEKTPOHHBIN OYTOBBIH SIIUK BBINVISIUT CIEAYIOLUM 00pa3oM:
uMs_TIOJIb30BaTeNss(@umMsl_noMeHa. Takke KpoMme rmepeaayu mpocToro TeKCTa, UMeeTCst
BO3MOYKHOCTb TIepeiaBaTh (paiibl.

OcHoBHBIE COBETHI 10 0e30MacHOI padoTe € JIEKTPOHHOM MOYTOM:

1.

Hano Bb1OpaTh npaBUIIbHBINA TOYTOBBIN cepBHUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OecCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE JOBEPATh TEM, KOI'O 3HACIb U KTO
IIEPBBII B PEUTHHTE;

He yxa3piBaii B 1MyHO# nourte Jn4Hyro nHopMmaruio. Hanpumep, syuiie BEIOpaTh
"Mys3bIKanbHbIN  paHaT@" win "pokx2013" Bmecto "temal3";

Hcnonp3yit ABYX3TalHYIO aBTOPU3ALIMI0. DTO KOTAa TOMUMO MapoJis HY)KHO BBOAHTH
KO/, MPUCHITIaeMbIi 10 SMS;

Bei0epu crioxxHbIi naposib. [ KaX10ro mo4ToBoro siuKa J0JKeH ObITh CBOM
HaJCKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

Ecnu ecTb BO3MOXXHOCTh HAaIIMCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOJIb3YH 3Ty
BO3MOXKHOCTE;

Mcnosnb3yil HECKOJIBKO MTOYTOBBIX AIMIMKOB. [I€pBBIi 1151 4aCTHOM NEPENUCKU C
agpecaTaMu, KOTOPBIM Thl JOBEPSACIIb. JTO JIEKTPOHHBIN apec HE HAJI0 UCITOIb30BaTh
IIpH perucTpanuu Ha GopyMax U caTax;

He oTkpriBaii ¢aiiiasl 1 qpyrue BIOXKEHUS B MUChMaX, JaXe €CIIM OHU TMPHIILTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABISUTH JTU OHU Tebe ATH (aiiisbr;

[Tocne okoH4yaHus pabOTHI Ha TOYTOBOM CEPBHCE IMEPE]] 3aKPHITHEM BKIAJIKU C cCaliTOM
He 320y HaXKaTh Ha "BeriTu".

KuOepOy/utMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KI/I6Cp6YJ'IJ'II/IHF - IpeCJICAOBAHNC COOGI_I_ICHI/DIMI/I, COJCpKallIuMU OCKOp6J’IeHI/I$I, arpecCuro,
3alMyTUBAHUE; XYJIMTaHCTBO, COLIMAJIbHOC 601\/'IKOTI/IpOBaHI/Ie C IMIOMOIIBIO PA3JIMYHBIX UHTCPHET-
CCPBHUCOB.

OcHOBHBbIE COBETHI 110 00pbLOe ¢ KHOEPOYJIJIMHIOM:



1. He Opocaiics B 60ii. JIyummii cnoco0: TOCOBETOBAaThCS Kak ceOs BECTH U, €CIIH HET TOTO,
K KOMY MOXHO 00OpaTUThCS, TO BHaYaJle YCIIOKOUThCA. Eciu ThI HauHens 0TBeYaTh
OCKOpOJICHUSIMH Ha OCKOPOJICHHS, TO TOJIBKO €Ile OOJbIIe Pa30kKellb KOH(IUKT;

VYmpasisaii cBoeit kudeppernyraiuei;

3. AHOHMMHOCTH B ceTd MHUMasl. CyIIeCTBYIOT CIOCOOBI BEISICHUTB, KTO CTOHT 32
AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIMraHCKHI 00pa3 BUPTyanbHOH *)u3HU. HTEpHET (hpuKcupyer Bce
TBOM JICMCTBUS U COXPAHAET UX. Y AAUTh UX OyAeT KpailHe 3aTpyIHUTEIbHO;

5. Cobaromaii cBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuHu4YHbINA HeratuB. OAHOPa30Bble OCKOPOUTENBHBIE COOOIICHUS TyYIlle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpaliaeTcs Ha Ha4aJbHOU CTaauy;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOLIIEHUSMH, B COLIMATIBHbBIX
CETSIX €CTh BO3MOKHOCTb OJIOKMPOBKHU OTIIPABKU COOOIIEHUN C OIPEIETICHHbBIX aIPECOB;

8. Ecnu b cBUeTeNb KHOSpOyIMHTa. TBOU AEHCTBHUSA: BHICTYITUTH [IPOTUB
IpecieI0BaTelis, M0Ka3aTh €My, YTO €ro JICHCTBUS OLICHUBAIOTCS HEraTHBHO,
HOJJIEPXKATh JKEPTBY, KOTOPOH HYXKHA IICUXOJIOTHYECKAst TIOMOIIIb, COOOIIUTH B3POCIIBIM
0 (pakTe arpecCHBHOTO TIOBE/ICHUS B CETH.

MoonabHblii Tes1e()oH

CoBpemMenHble cMapT(OHBI U ITAHIIETHI COIEpKaT B ceOe BIIOIHE B3POCIBINA (DYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTALlMOHAPHBIMU KOMIIbIOTEpamMu. OHAKO, CPELCTB
3aIUTHI JUTSE TOTOOHBIX YCTPOUCTB MOKA OYEHb Malo. TeCTUPOBAaHUE U TTOUCK YSI3BUMOCTEH B
HUX IPOMCXOJUT HE TaK HUHTEHCUBHO, Kak A [IK, To e camoe kacaercss 1 MOOMIIBHBIX
MIPUIIOKEHU .

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTONbHBIE aHATIOTH, OJTHAKO
pacuuperue GyHKIIMOHaIa BI€UET 32 CO00M OOJIBIIYIO CJI0KHOCTh M MEHBIITYIO 3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPHIBAIOIINE KPUTHIECKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIC COBETBI JJIA 0e30MmacHOCTH MOOUIIEHOTO TeJ'Ie(i)OHaZ

Hwuuero He sBisieTcst mo-HacTosiemMy OecriaTHbIM. byib ocTopoeH, Beab Koraa Tede
npeiaraT OecIiaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

Hywmaii, npex e uem otnpaBuTbh SMS, ¢oto uiu Buaeo. Thl TOYHO 3HAEIIb, T/I€ OHU OYIYT B
KOHEUHOM utore?

Heob6xoaumMo 0OGHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Hcnonb3yit aHTUBHPYCHBIE IPOTPAMMBI JJ11 MOOUITBHBIX TeNe(OHOB;

He 3arpy>1<a171 IMPUITOKEHUSA OT HCU3BCCTHOI'O UCTOYHHUKA, BEAL OHHU MOT'YT COJACPKATh
BPCAOHOCHOC NTPOTrpaMMHOC O6CCHC‘-ICHI/IC;

[Tocne TOro Kak Thl BBIWJEII C caiiTa, I/ie BBOAMII JIMUHYIO HHPOPMAIIHIO, 3aii11 B HACTPONKHU
Opaysepa u ynanu cookies;

Ilepnonnuecku npoBepsiii, KAKME TUIATHBIE YCIIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMep MOOMIBHOTO Tene(oHa TOIBKO JOSIM, KOTOPBIX ThI 3HACIIH U KOMY
JIOBEPSIEIIIb;

Bluetooth momken ObITh BBIKIIFOUEH, KOTJa THl UM HE TOJNIb3Yelibest. He 3a0biBaii nHOT 1A
IIPOBEPSATH 3TO.


https://сайтобразования.рф/

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BIeUeHUs, 00bEANHSIONINE
COTHH ThICAY YEJIOBEK 10 BceMy MuUpy. rpoku uccieayoT JaHHbIH UM MHp, OOIIAI0TCS IPYT ©
JIPYTOM, BBIIIOJIHAIOT 3a/1aHUs, CPAXKAIOTCSA C MOHCTPAMHU U IIOJy4YalOT OIBIT. 3a YAOBOJILCTBHE
OHH TUIATST: MOKYMAIOT IUCK, OIUIAYMBAIOT A0OHEMEHT MJTH MPHOOPETAIOT KaKHe-TO OIILIUH.

Bce aTu cpenctBa uayT Ha nojiepKaHue U pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC NTAaT4H (IIU(POBEIEC 3aIUIaATKH
JUISI IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CToOUuT OonacaTrbCia HE CTOJIBKO CBOUX CONICPHUKOB, CKOJIBKO KPaKHu TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allun OONBIIMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30I1aCHOCTH TBOEr0 UI'POBOI0 aKKayHTa:

1. Ecnu npyroit urpok BeaeT cedst MI0X0 UK Co3/1aeT Te0e HeMPUATHOCTH, 3a0JIOKUPYH ero
B CITUCKE UTPOKOB;

2. Homanyﬁca AJIMUHUCTPATOpAaM UI'PBI Ha IIJIOXOC IOBECACHHUEC 3TOI'O UI'POKaA, KEJIaTCIIbHO
IMPUIIOKUTH KAKHUC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB;

He yka3biBaii 1uuHyro nHbopManuio B npodaiisie urpsl;
VBakail Ipyrux y4aCTHUKOB I10 UIPE;
He ycranaBnuBaii HeouIaabHble MaTYU U MOJbI;

Hcrionb3yil CII0KHBIE U Pa3HbIE IAPOJIN;

N o g s~ ow

Jlaxxe BO BpeMsl TPl HE CTOUT OTKJIIOYAaTh aHTUBUPYC. [loka Tl Urpaemib, TBOK
KOMITBIOTEP MOTYT 3apa3uTh.

OUIIUHT WA Kpaika JUYHbIX JaHHbIX

OOBIYHOM KpaXkel EHET U JIOKYMEHTOB CErOJHS YK€ HUKOTO HE YIUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIUICHHUKH NTEPEMECTUIINCH B HHTEPHET, U MPOJI0JIKAIOT
3aHUMAaThCS "MIOOUMBIM" I€JIOM.

Tak nosiBuIach HOBas yrpo3a: HHTEpHET-MOILIEHHUYECTBA WK (DUILNHT, TJIaBHAs 1eJIb KOTOPOTO
COCTOUT B TOJIyYE€HUH KOH(PHUICHIIMATBHBIX JAHHBIX T0JIh30BaTENEH - JOTHHOB | naposieii. Ha
aHruiickoMm s3bike phishing unraercs kak guuuHr (ot fishing - peiOHas nois, password -
MapoJib).

OcHoBHBIE cOBeThI 10 00opb0e ¢ PUIIMHIOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl TO/103peBaeliib, YTO TBOSI aHKETA ObLIa B3JIOMaHa,
TO HEOOXOIUMO 3a0JIOKUPOBATH €€ M COOOIINTh aIMUHUCTPATOpaM pecypca 00 ITOM Kak
MOHO CKOpee;

2. HWcnonp3yii 6e30macHbie BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB M MMOMCKOBBIX
CHCTEM;

3. Hcnomnb3yii cioxHble U pa3Hble napoiu. Takum o0pazom, eciiu Te0s B3JI0MAlOT, TO
3JI0YMBIIUIEHHUKH MOJTYYaT JOCTYI TOJIBKO K OHOMY TBOEMY MPO(UITIO B CETH, a HE KO
BCEM;

4. Ecnu 1e0s B3JIOMaNIK, TO HEOOXOIUMO MPENYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
no6aBiieHbl y Te0s B IpY3bsIX, O TOM, YTO T€OS B3JIOMaJIM M, BO3MOXHO, OT TBOETO UMEHHU
OyZIeT pacchliaThCsl CllaM U CChUIKU Ha (PUIIMHTOBBIE CalThI;

5. VYcranoBu HagexHbli mapoib (PIN) Ha MoOMIbHBIH TenedoH;

6. OTtxiroun coxXpaHeHUe MmapoJis B Opaysepe;



7. He oTkpsIBail paiiasl 1 Apyrue BIOKEHHS B MUChMAX, AK€ €CIIM OHH MPHUIIUIH OT TBOUX
npy3eit. Jlydie yTouyHu y HUX, OTIPABIISLIN JIM OHU TeOe 3TH (ailibl.

Hudposas penyranus

[{udposast penmyranus - 5T0 HEraTUBHAs WM MO3UTHUBHAS HH(OPMALIUS B CETH O Tebe.
Komnpomerupyromas napopmarus, pa3MenieHHas B MHTEPHETE, MOXKET CEphE3HBIM 00pa3oM
OTPa3UThCS HA TBOEH peanibHOM *u3HHU. "LludpoBas pemyranus" - 3T0 TBOH UMUK, KOTOPBIHA
dopmupyercst u3 uHpopmamu o Tede B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6I)I, TBOC (bHHaHCOBoe IIOJIOKCHHUC, 0COOEHHOCTH XapakTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHor#e mopOCTKH JISTKOMBICJICHHO OTHOCSITCS K ITyOJIMKAITUHU JIMYHON MH(GOPMAIUU B
NuTtepHeTe, HE TOHMMAs BO3MOXKHBIX MMOCAEACTBUM. ThI 1ake HE CMOKEIIb J0TaaThCsl O TOM,
yTto pororpadus, pazmerieHHas 5 JeT Ha3al, CTala MPUINHON O0TKa3a MPUHATH TeOS Ha padoTy.

KommeHnTapuu, pazmenienue TBoux Gororpaduii u qpyrue 1eiCTBUS MOTYT HE UCUE3HYTh JaKe
[I0CJI€ TOTO, KaK Thl MX yJanulllb. Thl HE 3HaCIllb, KTO COXPaHUJI 3Ty HH(POPMALIKIO, TIonala JIu
OHa B TIOUCKOBBIE CUCTEMBI U COXPAHMIIACH JIU OHA, & TJIABHOE: YTO IOJYMAIOT O Te0e
OKpY’KalOIIMeE JII0]IU, KOTOpbIe HAWAYT M YBUAAT 3T0. Hailtu nHpopmanuio MHOro JIeT crycts
CMOKeET JI000i1 - KaKk U3 100pbIX NOOYKIASHHM, TaK U C HAMEPEHUEM IIPUYUHUTD Bpel. ITO
MOYET OBITh KTO YI'OJHO.

OcHoBHbBIE cOBeTHI 110 3aMTe NM(POBOI penyTanuu:

1. Tomymaii, mpex/ie 4eM 4TO-TO MyOJMKOBATh U MepeaaBarh y ce0s B 0Jiore Ui B
COIIMATLHOM CETH,

2. B HacTpoiikax npoduisi yCTAaHOBH OTPaHHYCHHUS Ha IPOCMOTP TBOETO MPOQHIISL U €T0
COJIEP’)KUMOT0, cJIeNai ero TOJbKO "1Isl Ipy3en';

3. He pa3memaii u He yka3biBail HH(pOpMAIIHIO, KOTOPas MOKET KOTO-IHN00 OCKOPOISITh UITH
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IITIKOJIbHUKY - aKTUBHBIE MOJIB30BaTENU IIU(POBOTo mpocTpaHcTBa. OgHaKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIU(PPOBOTO MUpa TpeOyeT
cOOJTI0IeHHSI TIPAaB HA UHTEIJUICKTYAIbHYI0 COOCTBEHHOCTD.

TepMuH "HHTEIJIEKTYyalbHasi COOCTBEHHOCTh" OTHOCHUTCS K PA3IMYHBIM TBOPEHUAM
YeJIOBEYECKOro yMa, HauMHasi C HOBBIX M300pETEHM U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHYUBasi KHUramu, ¢pororpadusaMu, KHHOGUIbMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEJJIEKTYAIbHYIO0 COOCTBEHHOCTh Ha IPOM3BEICHUS HAYKH,
JUTEPATYpPBI U NCKYCCTBA. ABTOPCKHE MpaBa BBICTYNAKOT B KAYECTBE TAPAHTHUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/AeT HallpacHbIM, AaCT €My CIIpaBeIMBbIE
BO3MOXKHOCTH 3apa00TaTh Ha pe3ysibTaTaX CBOEro TPyAa, MOJYUYNUTh U3BECTHOCTh U TPU3HAHUE.
Huxkro 6e3 pa3zpemnieHust aBTopa He MOXKET BOCIIPOU3BOAMTE €0 MPOU3BECHNUE, PACTIPOCTPAHSTH,
MyOJIMYHO IEMOHCTPUPOBATH, MPO/IaBaTh, UMIOPTHUPOBATH, IIYCKaTh B MPOKAT, IyOJIUYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHATh B 3Hpe UK pa3meniats B IHTepHeTe.

Hcnonp3oBanue "muparckoro” mporpaMMHOT0 00ecredeH s MOXKET IPUBECTH K MHOTUM
pHCKaM: OT MOTEPH JaHHBIX K TBOUM aKKayHTaM J0 OJIOKHMPOBKH TBOETO YCTPOUCTBA, Iie
yCTaHOBJIEHA HejleraiabHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JierajbHbIE
U OecrlaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O nopraJjie



CereBu40K.p( - TBOM TJIABHBII COBETUYHK B CETU. 3/1ECh Thl MOKEIIb Y3HATH O 0€30ITaCHOCTH B
CETHU TIOHATHBIM M JIOCTYITHBIM SI3BIKOM, a TP BOZHUKHOBEHUU KPUTHUECKOM CUTYyaITIH
00paTHThCS 32 COBETOM. A TaKkKe MPUHATH YIacTHE B KOHKYPCaxX M CTaTh CAMbIM ITU(GPOBBIM
rpaxjaHuHOM !
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